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1 Introduction

NDR is a hybrid cloud disaster recovery solution developed specifically for the NexaVM
cloud platform. It supports a wide range of scenarios, including P2V, V2V, and Cloud-to-
Cloud, all of which can be efficiently handled through the NDR platform. With its strong
compatibility and architectural flexibility, NDR enables stable and high-performance
disaster recovery to NexaVM, regardless of the source environment—>be it physical

infrastructure, application-specific setups, or various public and private clouds.

This document provides operational guidance for implementing a pure software-based
disaster recovery solution using NDR on the NexaVM platform. It outlines each step in the

process to help users effectively execute disaster recovery tasks.

A pure software solution refers to scenarios where NexaVM provides compute, storage,
and network resources, and all data operations are managed at the software level through
the cloud platform. NDR handles data acquisition, transmission, and historical snapshot

management to ensure reliable protection.

Best Practices for Software-Only Disaster Recovery Configurations:

DR Software
No. DR Cloud Platform Notes
Solution
Using NSAN enables snapshot
NDR Software- rotation, allowing for more
1 NexaVM Cloud + NSAN
Only historical snapshots and high
recall efficiency.
NexaVM Cloud or NSSV + Backup Due to the external snapshot
) NDR Software- | Storage chain mechanism of qcow?2,
Only [1] Requires additional backup storage. | backup is needed to enable
[2] Backup license required. historical snapshot rotation.
NSSV + Snapshots o
NDR Software- _ Snapshot rotation is supported on
3 [1] NSSV version must be later than .
Only 4.10.7 NSSV starting from v 4.10.7.




1.1 Configuration Wizard

The configuration process is as follows:
1. Prepare the management server: The NDR management console is deployed on
a Linux system by creating a virtual machine using the provided qcow2 image.

2. Determine the disaster recovery architecture (refer to Chapter 2).

3. Configure the Source Server (intermediate/proxy server) as needed, based on

the selected architecture.

4. Connect the Console with NexaVM Cloud.

5. Upload the Bootlmage to the target NexaVM platform. The NDR platform
provides Bootimages for both Windows and Linux systems. Choose the
appropriate image based on the source environment.

Add the source machine: agent-based or agentless method.
Configure protection process.

Configure the provisioning process.

© © N o

Test the provisioning process.

1.2 Cloud Disk Storage and Snapshots

NexaVM supports historical point-in-time recovery through the cloud disk snapshot feature.
Target disks can be created on both Ceph and non-Ceph storage types. Regardless of the
storage type, NexaVM’s backup functionality can be enabled to retain historical copies of

target disks. All storage modes are fully compatible with provisioning features.

For Ceph storage, NexaVM supports snapshot rotation—when the number of snapshots
reaches the configured retention limit, the system will automatically delete the oldest
snapshot to maintain a rolling snapshot chain. In contrast, non-Ceph storage cannot

support snapshot rotation due to the snapshot tree mechanism.

Primary Storage: Stores virtual machine disk files, including root and data disks,
snapshots, and image cache. Supports two major categories of primary storage:

e Local Storage: Utilizes the physical disks of the host machine.

e Shared Network Storage: Includes NFS, Shared Mount Point, Ceph, Shared Block,
Aliyun NAS, and Aliyun EBS.



o NFS: A standard network file system protocol.

o Shared Mount Point: Supports distributed file systems such as MooseFS,
GlusterFS, OCFS2, and GFS2.

o Ceph: Distributed block storage.

o Shared Block: Shared block-level storage.

1.3 Installation Package and Components

The table below lists the components included in the installation package.

No. Name Purpose
Manages the console and data
transmission.
Gateway_Windows_Server_(Treker) xxx.exe ) ) )
1 _ - Windows uses an installation package
Gateway_Linux_Server_(Treker)_xxx_fast NDR.qcow2 _ .
with a Management option.
- Linux provides a Qcow2 image.
2 | Agent_for_Windows_(Antenna) xxx.exe Windows source client agent.
Agent_for_Linux_(antenna)-10.0.xxx.xxx.tar.gz Linux source client agent.
Windows base image file for pre-creating
. ) target instance.
Bootimage_for_Windows_(TrekerLite)_xxx.qcow2
4 - Receives source machine data to write to
Bootimage_for_Windows_(TrekerLite) xxx.iso )
the target system and data disks.
- Performs system conversion tasks.
Linux base image file for pre-creating
_ _ target instance.
Bootimage_for_Linux_(TrekerLite) xxx.qcow2 ) ) )
5 - Receives source machine data to write to
Bootlmage_for_Linux_(TrekerLite) xxx.iso )
the target system and data disks.
- Performs system conversion tasks.
Windows base image file for offline
synchronization from the source machine.
Primarily used for legacy systems and
5 OfflineKit_xxx.vhd physical machines.
OfflineKit_xxx.iso Applicable Scenarios:

- Source client does not support agentless
mode.

- Source client cannot install an agent for




any reason.
- Source client has sufficient downtime to
complete offline synchronization.

- Source client can boot from an ISO.

File Access image, for creating a

FileAccess_kit 10_0_xxx.gcow2 temporary recovery instance, enabling

granular file-level recovery functionality.

1.3 Communication Ports

TCP Port Purpose

80 Management Service

443 Management Service

20443 Management Service

20000 Server Port; Source Machine Access

20001 Server Port; Source Machine Access

20005 Source Machine Port

20010 Unidirectional Transmission Port from Source Machine to Target
50022 Linux Bootimage & Linux Treker

1.4 Console Terminology

Term Module Description
Resources Core Component | Includes cloud, server, and source components. This module
Connections configures connections for migration components.

Cloud Cloud Supports API integration with NexaVM, OpenStack, and VMware for
automated operations.

Server Server Handles data transmission, can act as both an intermediary and a
target server.

Source Source Manages source machines, including agentless and offline hosts.

Protection Protection Manages data synchronization from source to cloud, including
scheduled sync policies and transmission parameters.

Provision Provision Manages provisioning processes, ensuring target instances are
booted to accordingly.

Diagnostic Settings Collects logs from servers and source machines for troubleshooting.
Logs can be downloaded as packaged files.

Management | Settings Manages communication and data transfer addresses between the




Address console and components. When using multiple subnets, select all
corresponding IP addresses.

Web Port Settings Configures management console and data synchronization ports.
Port 20443 is recommended for internet transmission.

Security Settings Used for reverse connection authentication between source

Code machines, servers, and target images.

Ul Display Settings Adjusts displayed information based on the selected view.

Mode

File Settings Preloads command files and related software as compressed

Management packages into the console for protection tasks and migration

cutovers.




2 Architecture

This chapter outlines the architectural models and usage scenarios for disaster recovery,
helping users identify the appropriate model based on their environment. It also provides

best practices for each scenario.

2.1 Architecture 1: Image Mode with Proxy Server

Topology Overview:

1. Topology 1 - where the Server is deployed on the target side.

Source NexaVM

Management

[ o | [ Co— 4 l Create Target PE
C— /4
o g\ \ ! Storage Snapshot

Source Machine O O —_ @

Server
n
' / =l b
Production O O ﬁ 3 @]

VMware

2. Topology 2 - where the Server is Deployed on the source side.
Source NexaVM

Management

ot l Create Target PE

el Bl

=aY=a

0 BT \ ," Storage Snapshot
Source Machine O ’O‘ @ 00:00

Server
. u S
Production O / , DATA @
Q-' —

VMware
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While the Server service can theoretically be hosted on the same machine as the
management console, deploying a dedicated Server is recommended to avoid affecting

console access during data synchronization.

In this architecture, users must first upload the Bootimage to the NexaVM platform and
establish integration using an Access Key. Source machines are added to the console via
agent or VMware API (agentless) methods. During synchronization, NDR automatically
invokes NexaVM APIs to provision the target instance using the uploaded Bootimage,

attaching data disks accordingly.

Each source-to-target pair follows a one-to-one synchronization model. When configuring
the synchronization task, users can select either Ceph or non-Ceph as the target disk
storage type. Snapshot or backup functionality can also be enabled to retain historical

copies with rolling retention.

Scenario Selection Guide:

Source Cloud Target Cloud
Scenario Server Deployment Platform Network Notes
Deploy Target Server on the
target cloud (Target cloud
VMware _ Refer to
network must have direct NexaVM | DHCP-enabled
Agentless Topology 1
access to the VMware VADP subnet (If the final
interface) target subnet
Deploy Source Server at the lacks DHCP,
source (For network relay: migration can be
When the source and target completed using a
VMware _ Refer to
platforms cannot communicate | NexaVM | DHCP subnet and
Agentless ] ) Topology 2
directly, the Server at the switched later)
source acts as an
intermediary)
Deploy Target Server on the DHCP-enabled
target cloud (Target cloud subnet (If the final
) Refer to
Agent Installed | network must have direct NexaVM | target subnet
Topology 1
access to the source lacks DHCP,
machine) synchronization
Deploy Source Server at the can be completed | Refer to
Agent Installed NexaVM )
source (For network relay: using a DHCP Topology 2

11




When the source and target subnet and
platforms cannot communicate switched later
directly, the Server at the
source acts as an

intermediary)

Application Scenarios and Characteristics:

12

Suitable for environments with private network connectivity and no one-way access
restrictions. (For one-way access scenarios, refer to documentation on reverse
connection methods.)

The source environment uses VMware virtualization and supports agentless access
via the VMware VADP interface.

No agent installation is required to perform disaster recovery for VMware virtual
machines to NexaVM.

VMware agentless mode depends on VADP capabilities and supports limited
concurrency, making it suitable for projects with flexible recovery schedules.

The disaster recovery process requires a DHCP-enabled network on the NexaVM
side. If the target network does not support DHCP, use a DHCP-enabled network
during synchronization and switch to a static network configuration during cutover.
Image mode supports multiple parallel cutovers, making it ideal for projects with

high protection volume and limited cutover windows.




2.2 Architecture 2: Image Mode without Proxy Server
This image-based protection architecture does not require an intermediate server. The

topology is as follows:

NexavM
Management O
l Create Target Pt
Source
Storage Snapshot
Source Machine —
Agent

o O Py 0] — (O
Prodiction > HTTPS O O .

—— ) BEEN 1 ooemmee > ® Y

In this mode, users upload the Bootimage to the NexaVM platform and connect via Access
Key. The source machine establishes a direct protection task to the target cloud platform.
Only reverse registration is supported for the source machine.

During protection, NDR automatically calls the NexaVM API to create and attach target
disks to the target instance created based on the Bootimage. Each protection task follows
a one-to-one mapping between the source and target machine.

When configuring protection, users can select either Ceph or non-Ceph storage types for
the target disk. Additionally, snapshot or backup features can be enabled for historical

copy retention with rolling back capabilities.
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2.3 Architecture 3: Disk-to-Disk Mode without Proxy Server

This architecture utilizes a direct disk-to-disk protection mode without using an
intermediate server. The topology is as follows:

NexavMm

Source

>napshot

N B gp-&

In this mode, there is no need to upload a Bootimage. The NexaVM cloud platform is
integrated using an Access Key. The source machine directly performs protection tasks to
the target cloud platform by writing data to cloud disks through a Target Server. Both active

and reverse registration modes are supported for the source machine.

During protection, the NDR platform automatically calls the NexaVM API to create and
mount the necessary system and data disks on the target. This mode follows a many-to-

one protection task structure between multiple source machines and a single Target Server.

Users can select either Ceph or non-Ceph storage types for target disk creation. Snapshot
or backup features can be configured to retain historical copies with rolling retention,

depending on the selected storage type.

Note: Disk-to-Disk mode without an intermediate server supports only scenarios where the

Agent is installed on the source machine.

Scenario Selection Guide:

Source Cloud Target Cloud
Scenario Server Deployment Platform Network Notes
Target Server deployed inside NexaVM
Agent (required). DHCP not See
Installed No intermediate Server at source. NexaVM | required topology
Target cloud network can directly connect to diagram
the source machine.

14
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2.4 Architecture 4: Disk-to-Disk Mode with Proxy Server

This architecture utilizes a disk-to-disk protection mode with an intermediate server. The
following diagrams illustrate the deployment topology:

1. Topology 1 - where the Server is deployed on the target side.

Source NexaVM

Management
- f ’
=¥= A
\ < Storage Snapshot

VMware

Source Machine @]
/ Wv ite m
Production . H c @

2. Topology 2 - where the Server is deployed on the source side.

Source NexaVM

V™
ViMware :] :} o
o = < f
P J
- ' Storage Snapshot
Pl ' .
Server Server
Source Machine e O S
Agent
-~ Wirte e l =
) S AT2 @

on
— Disk
—

Production

While the Server service can be deployed on the same host as the management console,
it is recommended to deploy a dedicated Server to avoid replication traffic impacting

console access.

In this mode, there is no need to upload a Bootimage. The NexaVM cloud platform is
integrated using an Access Key. The source machine communicates through an
intermediate Server for data replication. Both active and reverse registration modes are

supported.
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During synchronization, the NDR platform automatically calls the NexaVM API to create
and attach system and data disks to the target instance. This architecture uses a many-to-

one task structure, where multiple source machines send data to a single Server.

Target disk storage can be configured using Ceph or non-Ceph options. Snapshot or
backup functions can be enabled for historical version retention, with support for rolling

retention strategies based on storage type.

Note: This architecture supports disaster recovery cutover testing using replicated disk
snapshots. Pre-cutover validation helps confirm configuration details and improve success

rates during failover.

Scenario Selection Guide:

Source Cloud Target Cloud

Scenario Server Deployment Platform Network Notes

Target Server deployed on the

target NexaVM
Intermediate server deployed
VMware within NexaVM (for VMware Refer to
NexaVM
Agentless Agentless connection) Topology 1

Target cloud network must
have direct access to the
VMware VADP interface

Target Server deployed on the DHCP not
target NexaVM required
Source intermediate server
deployed at the source
VMware environment. Refer to
Agentless For network relay: When the NexaVM Topology 2
source and target platforms
cannot communicate directly,
the Server at the source acts

as an intermediary

Target Server deployed on the

target NexaVM
DHCP not Refer to

Agent Installed | Target cloud network can NexaVM .
required Topology 1

directly connect to the source

machine.

16



Agent Installed NexaVM

Target Server deployed on the
target NexaVM

Source intermediate server
deployed at the source
environment. Refer to
For network relay: When the Topology 2
source and target platforms
cannot communicate directly,
the Server at the source acts

as an intermediary

Applicable Scenarios and Characteristics

17

Suitable for environments with private network connectivity and no one-way access
restrictions. (For one-way access, reverse connection methods should be used—

refer to related documentation.)

The source environment is a VMware virtualization platform that supports agentless

backup using the VMware VADP interface.
VMware virtual machines can be protected without installing an agent.

VMware agentless backup relies on VADP capabilities with limited concurrency,

making it suitable for projects with flexible disaster recovery timelines.

The disk-to-disk mode operates in a many-to-one structure, where multiple source

machines write to the cloud platform through a single Server.

Each Server deployed at the target should not exceed 23 mounted disks, in

accordance with NexaVM'’s per-instance disk mount limit.




2.5 Best Practices for VMware Agentless

1. Optimizing Performance:

o Deploy one Server per ESXi host to optimize performance. Each Server

should only handle migrations from its assigned ESXi host.
2. Concurrency Limitations:

o By default, each Server can handle only one migration task per ESXi at a
time. Additional tasks must wait to prevent performance impact on production

workloads.

o If multiple virtual machines reside on different ESXi hosts, concurrent

migration is possible.

o For specific needs, the concurrency limit can be adjusted via registry
modifications on the Server, but it should not exceed 3. Refer to the

knowledge base article "VMware Agentless Mode Best Practices."

o If higher concurrency is required, consider using the agent-based migration

mode.
3. Compatibility Considerations:

o The Server communicates with ESXi and vCenter using VMware’s VDDK
component, which has version compatibility requirements. For upgrades or
downgrades, refer to the knowledge base article "Upgrading/Downgrading
VDDK to a Specific Version."

4. Registering vCenter vs. ESXi Hosts:

o If there are many ESXi hosts (more than 20) or a large number of virtual
machines (over 200), it is recommended to register each ESXi host

individually.
o If the number is smaller, registering the vCenter is sufficient.
5. Disk Types Not Supported in Agentless Mode:
o RDM (Raw Device Mapping)
o Independent - Persistent
o Independent - Non-Persistent

o SCSI bus-sharing disks

18
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o Virtual machines using directly attached external storage
6. Deployment for High-Performance Scenarios:

o In scenarios where high read speed from the source is critical, it is
recommended to deploy the Server directly inside the source ESXi

environment to maximize throughput.



3 Preparation

Based on the outlined preparation requirements, configure the necessary resources, install

relevant software components, and initialize the configurations:

No. Item Details

1 Client Deployment | Install the agent(s) on the source machine(s).

Create a Linux-based console via image and connect it to the

NexaVM management network.

2 Management
Recommended specs: 4 vCPUs, 8 GB RAM, and at least 100
GB system disk.

3 Image Upload Available formats: QCOW2, VHD, and more.

4 NexaVM Obtain keys to call the NexaVM API by either directly entering
AccessKey the AK/SK or adding them via account credentials.
Architecture

5 Choose a suitable architecture based on the actual scenario.
Confirmation

6 License Activation Activate solution license via online or manual.

7 Port Allowance Open TCP Ports: 443, 20000-20001, 20005, 20443, 20010

To use NexaVM's backup feature for retaining historical copies,

8 NexaVM Platform ensure a NexaVM DR license is obtained in advance and

appropriate backup storage resources are allocated.

3.1 Management Console Deployment

Create the Linux-based management console using a pre-provided image. Ensure that the

console is connected to the NexaVM management network.
Recommended instance size: 4 vCPUs, 8 GB RAM or higher.
Best Practices:

« If there are more than 5 source machines, deploy the management console and the
Server separately. The management console should handle only management
tasks, while the Server handles data transmission. Allocate high-performance disks
and at least 4 vCPUs, 8 GB RAM, and 40 GB disk space for the console.

20



e The management console must be accessible by all Servers, Bootimage instances,
and agent-based source machines. For public network communication, a public IP

is recommended.

3.1.1 Deploy through Image

1. Find the following Linux server gcow?2 image file from the NDR provided software:
NDR_Linux_Server_Gateway (Treker) 637.qcow2

| ZDR_Linux_Server Gateway (Treker) 637.qcow2 2024/7/8 18:38 QCOW2 3{% 4,681,024 KB

2. Upload the image to the NexaVM cloud platform.

< Add Image

Name * LinuxTreker_664

Description

Image Type * System Image Volume Image

Image Format * qcow2 ~

CPU Architecture * x86_64 ~

Platform * A Linux ~

0os* A Linux ~ Linux ~
virtlo

Backup Storage * BS-1 x

Image Path * URL @ Local File

A

Upload or drop your file here

C2 nce' m

21
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3. After the image upload is complete, create a VM instance. The recommended instance

size is 4C8G or larger, with at least a 100GB system disk.

¢ Create VM Instance

Basic Configuration O

Name *
Resource .
Description
Configurations
System Configurations
Quantity *
Preview
Tag
Group

Basic Offering

Instance Offering *

Reserve Memory

Image *

Root Disk Offering

¢ Create VM Instance

Basic Configuration

Network Configur

Resource
Configurations

System Configurations

Preview

Cluster
Storage Allocation
Host

vDrive

SE Device
GPU

CPU Pin

4C4G x

LT668_ZDR X

Standard Creation  Fast Creation

LT668_ZDR

Attach Tag

Default ~

Custom Offering

4 Core 4GB Minimum Concurrently Running VMs

Linux gqcow2 25 GB

Select Disk Offering

Standard Creation  Fast Creation

Network * L3Network-130 X Flat Network ' DHCP Service Enabled

® Make Default Assign IP
Security Group Select Security Group

EIP Select EIP

+ Add Network Configuration

Select Cluster

® System Allocation Custom
Select Host
CD-ROM 01 - Select ISO
+ Add vDrive (1/3)
Load GPU Spec... v pGPU ~ | = Select pGPU Specification

@® Not Set By Entry

MAC Address

Cancel

4. Once the virtual machine is created, the NDR service will start automatically. Users can

access the management console by entering the instance's IP address in the browser.
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5. Open the virtual machine console to see the menu below. The default menu password
is "admin.”

Network Configuration
Updated settings.

NIC: ens3

IP Address: ''10.0.131.108/24"
Subnet mask: ""

Default Gatway: ''10.0.131.1"
DNS Serverl: "127.0.0.53 edns0"
DNS Serwver2: '

Linux Treke
Host Name:linuxtreker01
NIC:
ens3(virtio_net): 10.0.131.108
MGMT status: on
VMware VADP status: Enabled(6.7)
Status: RPC Mode

most Name linuxtrekero
getwork Settings --->
Eegistration Tool --->
WGMT Service —-—D
reker Service —-—>
aeset Password —-—)
Bhut down

QK> <Cance L}
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3.1.2 Log In to Management Console

Access the server where the management service is installed by entering its IP address or
DNS name in a web browser. Use Chrome, Edge, or Firefox; Internet Explorer is not
supported. Ensure that the NDR console server, NexaVM platform, and browser have
synchronized system time, as time mismatches may cause login failures or

synchronization errors. After logging in, you can update the management console settings.

1. For the first login, enter the default username and password: admin/admin.

2. If prompted to change the password, enter the current password, “admin”, and

configure a new login password.

24



NDR User Manual

Force Password Change

Current Password

New Password

Confirm New Password

3. Upon logging in, the Setup Wizard page will open, guiding you through essential
configurations for the protection and provisioning processes.
To prevent this page from appearing during future logins, check the “Don’t Show Again”
option at the bottom left. The wizard can be accessed at any time by clicking the “Setup

Wizard” icon in the top-right corner.

®) Setup Wizard ,, CYe— . Admimintrstor C
* Introduction

wei

4

Star

Don't Show Again

C = ) cCT="5
N
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During your initial login to the Management Console, begin with the basic

configurations.

(®) setup Wizard g;g;’?jﬁi

/pe

JevTest
‘025-04-

rovisio
'‘025-04-

L admin

® Language

® Time Zone

E Ul Display Mode

B Number of Messages

<> Security Code

Settings
Administrator
admin

(T = @

English -

(GMT+08:00) Beijing, Kual =

Debug -

250 -

26768388

Document Version: V20250328



5. Under Settings > General, configure password policy, security measures, etc.

& Settings S N Administrator /)
L (@) Protection Wizard ) ((®) Setup Wizard =
' ANt &
B
d ] System Settings
L
Management Address WAN Check Source Machine Registration Mode
@ Dpiagnostics 10.0.131.132, 61.169.56.242 - [ @] RPC_SSL
& UserlLog
B File Management Securit y
Jle De A
Passwor d Policy
i N T dity Period E plexity @ Force F hang

3.2 Source Server Deployment

For VMware agentless protection, a dedicated Source Server is required—either a
Windows-based Server or a CentOS image-based Server—to connect with the VADP
interface. Even when using the agent-based approach, deploying a separate Server helps
minimize the load on the disaster recovery management console.

While the Server service can be co-deployed with the console, it is strongly recommended
to set up a standalone Server for VMware integration to avoid performance impact from
data replication traffic.

Deploy the Server by creating a Linux-based instance using the provided image. Ensure it
is connected to the NexaVM management network.

Recommended instance size: 4 vCPUs, 8 GB RAM or higher.

1. Find the following Linux server gcow2 image file from the NDR provided software:
NDR_Linux_Server_Gateway_(Treker) _637.qcow2

| ZDR_Linux_Server_Gateway (Treker) 637.qcow2 2024/7/8 18:38 QCOowW2 % 4,681,024 KB
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2. Upload the image to the platform (using the NexaVM platform as an example).

< Add Image

Name * LinuxTreker_664

Description

Image Type * System Image Volume Image

Image Format * qcow?2 ~

CPU Architecture * x86_64 ~

Platform * A Linux ~

os* A Linux ~ Linux ~
Virtlo

Backup Storage * BS-1 X

Image Path * URL @ Local File

A

Upload or drop your file here

Ce nce' m

3. After the image upload is complete, create a VM instance. The recommended instance

size is 4C8G or larger, with at least a 100GB system disk.
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< Create VM Instance

Basic Configuration O

Name *
Resource :
N Description
Configurations
System Configurations
Quantity *
Preview
Tag
Group

Basic Offering

Instance Offering *

4CAG x

Standard Creation  Fast Creation

LTE68_ZDR

| 01286

Attach Tag

Default ~

not select a group manually, the VM instance will go to the default group automatically

Custom Offering

4 Core 4GB Minimum Concurrently Running VMs

Reserve Memory

Image *

Root Disk Offering

¢ Create VM Instance

Basic Configuration

Network Configur.

Resource
Configurations

System Configurations

Preview

Cluster

Storage Allocation ...

Host

vDrive

SE Device

GPU

CPU Pin

LT668_ZDR X

Linux gcow2 25 GB

Select Disk Offering

Standard Creation  Fast Creation

Network * L3Network-130 x  Flat Network = DHCP Service Enabled

@® Make Default Assign IP
Security Group Select Security Group

EIP Select EIP

+ Add Network Configuration

Select Cluster

@® System Allocation Custom
Select Host
CD-ROM 01 -  Select ISO
<+ Add vDrive (1/3)
Load GPU Spec... ~ - | pGPU v |= Select pGPU Specification

@® Not Set By Entry

MAC Address

Cancel

4. Once the virtual machine is created, the NDR service will start automatically. Users can

access the management console by entering the instance's IP address in the browser.
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5. Open the virtual machine console to see the menu below. The default menu password
is "admin.”

Network Configuration

Updated settings.

NIC: ens3

IP Address: ''10.0.131.108/24"
Subnet mask: ""

Default Gatway: ''10.0.131.1"
DNS Serverl: "127.0.0.53 edns0"
DNS Serwver2: '

Linux Treke
Host Name:linuxtreker01
NIC:
ens3(virtio_net): 10.0.131.108
MGMT status: on
VYMware VADP status: Enabled(6.7)
Status: RPC Mode

post Name linuxtrekerc

Wletwork Settings =
gegistration Tool --->
WGMT Service —-—D

reker Service —-—>
aeset Password —-—)
Bhut down

Ok > Cancel

3.3 License

3.3.1 About License Key

License Key Overview

o Validity Period: Unlimited source-to-target protection and provision within the valid
period.

« License Scope: Limited by the number of source machines and disk capacity (not
actual data volume).

e License Components:

o Key: The license string.
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o Credits: Assigned to each key— based on the number of source machines,

while capacity licenses are based on storage capacity.
o Time Constraints:
o License activation validity period.
o Time validity after activation and assignment.

o Credits assigned to synchronization tasks follow the same validity period as

the license type.
« Official Capacity Licenses:
o Globally shared across management console.
o Validity: Aligned with the main license duration upon credit deduction.

o Minimum Unit; 1TB.

Test License

Disaster Recovery Test 2 weeks

Official License

Disaster Recovery (Subscription) 1 year
2 Disaster Recovery (Perpetual) No expiration 1TB
3 Disaster Recovery - Capacity (Subscription) Based on credit usage N/A
4 Disaster Recovery - Capacity (Perpetual) Based on credit usage N/A
5 Cascaded/Parallel DR (Subscription) 1 year 1TB
6 Cascaded/Parallel DR (Perpetual) No expiration 1TB
7 Cascaded/Parallel DR - Capacity (Subscription) Based on credit usage N/A
8 Cascaded/Parallel DR - Capacity (Perpetual) Based on credit usage N/A
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3.3.2 Online Activation

To activate the license, ensure that the Management Console has internet access and the

correct DNS settings to query the activation server's IP address.

1. Navigate to the Control Center in the bottom-left corner and click License. Then click
Activation. Enter the user details, including name, email, and activation key. If the key
should be available to all users, enable the Available for All Users toggle. Click

Activate to complete the process.

% Settings (@ rtecion s (@ sewm e
B General anng
User
& License List
B Source Machine List
Name ( @v)

m Emal

@ Diagnostics Activation Key

& UserLog Available For All Users

B File Management

2. If the activation is successful, a pop-up message will appear confirming the activation
with the statement "License activated." Additional details about the activated license

can be viewed in the License List.

% Settings (@ rwcronwa Admi 5
B General | B License List
. License activated.
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3.3.3 Manual Activation

If the Management Console cannot access the internet or detect the correct DNS settings,
download the activation file and provide it to technical support for assistance. Follow these

steps to activate the license manually:

1. Visit the License page and click on Activation. Switch to the Manual tab. Enter the

user details, including name, email, and activation key. Click Download Package.

)

T

B File Management
Download Package

2. Afile named offline_activation.txt will be downloaded. Send this file to your technical

support contact for manual activation.

TXT

offline_activation.
txt
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3. Alternatively, click the QR code icon next to the license key to scan the QR code or

copy the activation string to obtain the activation code.

' 4 Settings N N 04/15/2025 | Administrator
B General ! & License List
QR Code

B Source Machine List
Showing 1 to 1 of 1 entries

©  Activation

& UserLog

B File Management
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License QR Code Offline Package String

McZwUbjdCOkdFem?2uwvapMHq5ay7cfeu2xPX22sQwuRGIzZW/VmYJmsw1yb6RqyKnv9eZi+U3KGa8F9yXB5/zVxkkcV5+fLO98077
GHoKbyo514NodEBXbfEeazfWxvVbuEt2/9DRmcaj2zZDiupoTTRCryAgoY97mRrdYyxFw0OJ8sAIW6bZfk1gvNJWpFHIdLejgzDm4Q
9x/viMIItJdcIN/OFye1DGkogHr+mXNoR88LUZtFGKvKIp344CUOf1F+ci42BKrfrMHJp3BQuUwnoy9qVb8i+LZI8/gio/aYBPd1qdRg

x2lwQmbW8Ipq50PUPDqD+JTJKe2XNaz0eb6ZVa39MZSWba8ZN1i2x9KLN7HwWQRobTSYjms+0OEEjMOpTsPO8/nJEYLAeyfoKllkgo
1GowzLgUTEwwP+CtuOOKCrJ3orGUehvdmYSUb4AJUVM/A5fqQp3KnF8RJPAYUr57jsbLN4oAemKzTugqgY2CtVNiagbHbLGRJ/D
VSxbu7Mcvgmn77s7v42GegppMUJksuogTuWMKJIXINXJRpgJE1Za1EC8DTM3AGCITd]DSP9S0Q1Vaz6znsOKy9qTL714jEKO1Qs
bT4UyHK8bBLHQNNEpq+stGuBL5jE8pwW3ZCLKcz8NVmYdw/0uB1qjSxC8416FTc7q8zJGfVmIFg32VEWUpsHAxogHFGuHmMmbV
55TN4DgnwjBW361MZXzUn3I0bHS1S10c8+7DATsfx/DSG26 PbSryeXXHtljqHSFvdelJ+cuYOwrC3Dj8yrrVHAY80+QgcAECUIQAIF3

e€9nDh8ffyd3PCUBKDWQ2Efb1 TucrSPnNiPJFD7q7Micl9tiAS4yVrXVfwafehNYhtI5mVfW3sM3/QSQdE6Hc6FQQzCoxd4MHyBOStIf
CHDVAP3Tix43GWKMqlGO3tzZ6NwAKfTilegl|8sI3tryczVgTttG8h8ZpzWPhwJA4spgJPBKEmMWcAegnCO0zwXngXBUJ9iTKWyyzpo
ZaxsCYGxLac36Ewlc76fYvbRIwp6gHERIkh9RIvgT1oDmWegmOgA67LquSV0AS55d213qvStgonNn+cqGmVUxf4DzW7cNiTm2cOKuY

7WHq4C6rdc8TXIuINw3GkYYb9uwlbsQNy7wilL7Gbs+R1/6/zxW8fMVJY7HgVroAAj6W030fNe/8I2nIRYfRgoeqcJHGtoox4iXeQjEyr
ekhsUmq1eRd60/tjAZus07kCJeGGOrkX8g7h3wWXx4XuU6+CNPkWVfcHsIhEaVADygKCvG7h57pjkZ9EHC1ffCVCSfkréabHOPtMVB
mHgcfv7581Z0s36xVQCloRFPR8duJX+egi3wUy30WT+5fMHdmM28TklSgs6Q==

4. After receiving the activation string from technical support, click the “key” icon next to

the corresponding license key.

#  Settings (@ rom ) (@ swmwand) 4122
B3 General & License List
© | R

B Source Machine List
Showing 1to 1 of 1 entries

@ Activation

@ Diagnostics
B UserLog

B File Management
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5. Paste the activation string provided by technical support into the designated field. Click

Activate to complete the activation process.

Manual
(7RMJ58MHA435XQ9743YSDR56W)

bZfv9KwLrujgc8QOH2HAIS+WFgFtX2XGynw19q9IN226eGLYbBENBQW1fIQoRNQJj5iB/u
+DMAIEsj+I8mVXf4pnGV/K39Cdsiod1KGCU4rqThaoaFxb50jZolrIMHHT/RpyaEXab764
GICMIW1D39kCpgMMEe4mdhgf+U79vePDGbmSuBwuVSKX+DmrE3d80jAbU2NeAR7
SYgFFVLXfAA7THZPMZ9UxnsbCaCp8+4eYgOxB9qZk8bL4pWk126kE+6bUEW8Bq4jh2
g3G70e8ttc8lJFVSTSZDAIYBmLa2E9DD8uIMITSADHOorPfudjudy4wdoVeSvig1FYOm
K1gnD+Q==

Activate

Cancel

6. Once activation is successful, the manually activated license can be confirmed in the
license list.

* Settlngs (1' F‘rule:\iunWimcD (_-j sm;wmm) R “""I"i’""‘"

E3 General & License List . " All License Types
. License activated.
' ' I— e o

Test Migration - One Week 2025-04-30 08:00:00 . 0

B Source Machine List

Showing 1to 1 of 1 entries

@  Activation
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3.4 Upload Bootimage to NexaVM

NDR provides a built-in feature for uploading images via the console, reducing manual

operations. For detailed steps, refer to Appendix |.

1. Add Bootlmage to NexaVM.

37

a) In NexaVM cloud platform, navigate to Cloud Resource Pool > Image > Add

Image.

b) Fill in the required fields based on the Bootimage type, and upload the gcow?2

image. Ensure the Bootimage type and boot mode match the source machine’s

operating system:
eWindows source machine — Windows Bootlmage.
eLinux source machine — Linux Bootimage.
¢BIOS boot mode source machine — Legacy Bootimage
eUEFI boot mode source machine — UEFI Bootimage

Best Practices
eTo ensure compatibility, import the Bootimage twice, each with a different boot

mode: Legacy and UEFI versions.

o|f manually creating a Bootimage (instead of API automation), ensure the

system disk is at least 5GB larger than the source.

eFor cases where the target system disk size cannot be increased by 5GB, use

the Bootlmage ISO version (manual process, see Appendix I).



c) Set the Bootimage description to “TrekerLitelmage”, or it won’t appear in the

protection configuration list.

< Add Image
Name * LTL668_ZStack
Description TrekerLitelmage

Image Type * System Image Volume Image

Image Format * gqcow2 v

CPU Archite... * x86_64 ~

Platform * A Linux ~

0s* A Linux ~ || Linux ~
Virtl0

Backup Storage * BS-1 x

Image Path * URL @ Local File

o
Upload or drop your file here

B linux_trekerlite_668.qco... [y

BIOS Mode * Legacy ~

2. Verify Image Status; “Ready” means it’s available for use.

Image tal Available | Recy
1 imag ume. Images are categorized into system (mages and volume images. Learn more. 18 18 0

Available Recycle Bin Exported
c + Add Image Bulk Action 1l Automatic Q @
Name Platform 0s Image Format State Status Sharing Mode Capacity Actions
4 Linux & Linux qeow? Enabled Ready 2 Not share 2568
LTLE68_ZStack A Linux 4 Linux qeow? Enabled Ready 2 Not share 5GB

3.5 Register Cloud API

NDR uses Access Key (AK) and Secret Key (SK) to automate processes, including

creating target instances from Bootlmage, configuring networks, and attaching disks.

There are two ways to connect to the cloud platform, both relying on Access Key
authentication:

1. Using cloud platform credentials — NDR generates a new AK/SK via API.
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2. Using an existing AK/SK — Directly connect with a pre-configured key.

3.5.1 Method 1: Connect with Username and Password

1. Log in to the Management Console, navigate to Resources, under the Cloud page,

click Add to create a new cloud connection.

2. Select NexaVM and click Next.

(&) o = = o o p]

X = vm /N A &
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3. Select Use Username/Password, enter the NexaVM Cloud IP, and connect via port
8080. Enter the Username and Password, select the Time Zone based on the actual
NexaVM Cloud environment, then click Verify Connection.

& Cloud > New > NexaWM-nSSV

PR e T Display

(D Input Information Dizplzy Name  NexaVM-nSSV@2026512-1424

5080

4. Once the verification is successful, click on Submit to save the settings.

5. The AccessKey created by the system will be visible in the NexaVM console.

AccessKey ID AccessKey Secret

P3yaWxgGXAxZ5bSUrvwM s ) |

3.5.2 Method 2: Connect with AccessKey / SecretKey

—

. In NexaVM, navigate to Operational Management > Access Control to obtain an

AccessKey.

2. Visit Access Key Management and generate a new AccessKey.

3. Copy the AccessKey ID and AccessKey Secret.

4. Log in to the Management Console, navigate to Resources, under the Cloud page,
click Add to create a new cloud connection.
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Select NexaVM and click Next.

. Select Use AccessKey ID / AccessKey Secret, enter the NexaVM Cloud IP, and

connect via port 8080. Enter the AccessKey ID and AccessKey Secret, select the Time

Zone based on the actual NexaVM Cloud environment, then click Verify Connection.

Once the verification is successful, click on Submit to save the settings.

. Once registered, the new NexaVM cloud connection will be displayed.



3.6 Register Source Server
1. Under Resources, visit the Server page and click Add to register a new server.

2. For server type, select General Purpose.

= g
= Server
Add Server @
SIS 2
-
General Purpose Cloud Treker Lite

3. Enter the IP address of the server where the software is installed.

- o -_—
= Server (7 ) (7 o)

Display

N

4. Click on Verify Server.
If the IP address is unidentifiable, the browser will attempt verification for up to three
minutes. If verification fails, check the following and re-enter the IP address.

a) Ensure the server service software is properly installed.

b) Verify that the server service is running.
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c) Confirm that the server is accessible via the internet.

d) Check that TCP port 20001 is open.

E Server
Display
N Trek
Host Nar
Connection
1P Add
—_—

5. Once the verification is complete, update the server display name if needed, then click

Submit to save.

E Server
Display
N Trek
Host Nar
Connection
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6. After successfully adding the server, it will be shown on the Server page.

= o - e

= ve A )

= Server (@ protection wizard ) (@ setup wizara )
1 & )

O o Treker 0 admin
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3.7 Register Target Server (Disk-to-Disk Mode)

If using Disk-to-Disk mode, follow the steps below to register a target server. If this mode is

not in use, you may skip this section.

1. Under Resources, visit the Server page and click Add to register a new server.

2. For server type, select Cloud.

]
== Server

Add Server @

> 8

General Purpose Cloud Treker Lite

3. Select the target cloud connection and click Next.

4. Choose the server with the installed software and click Next.

=
—

o None
(o] LT668_ZDR 10.0.131.132

o None
10.0.131.133

Q
-
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5. Click on Verify Server.
If the IP address is unidentifiable, the browser will attempt verification for up to three
minutes. If verification fails, check the server status and re-enter its IP address.

= Server New

= ot ()
-~ - . =
Name T668_ZDR
W, P 0.0
Internet IP address
Flavor 2Core2GB
.....
Running
oy -
A

6. Once verification is complete, update the server display name if needed, then click

Submit to save.

=  Server New (o N T~ 012025 Administe atr N
- - ( 0 ) (@ Setup Wizard ) (=)
{ &
LAN IP address 10.0.131.132
addre!
Core2GB
1 Running
- N\ .
Back ( Cancel ) Submit

7. After successfully adding the server, it will be shown on the Server page.

4 Source Agent Installation and Registration
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4.1 Windows Agent

The Windows agent can be installed on Windows servers or source platforms. Its
responsibility is to record 10 changes on the source machine and execute synchronization
and protection procedures to the target platform. Follow the steps below to complete the

installation of the agent.

1. Log in to the source machine and run the agent installation file.

2. Follow the instructions on the installation wizard to complete the process.

3. Choose the installation folder and click Next. (The source agent only requires 50 to
100MB of hard disk space.)

4. Click Install to start the installation.

5. Wait for about one minute to finish the agent installation. Once completed, click Finish

to exit the installation wizard.

4.1.1 RPC Registration

If the Windows source machine has a public IP or an IP address obtained through FQDN
(Fully Qualified Domain Name) resolution, use the RPC registration mode to register the

source machine from the management console.
1. Under Resources, click Source to add a new source machine.

2. Under Source Machine Type, choose Windows Server.

@@ Source (@ Protection wizard )

Add Source Machine @

O

|
o

X
0)
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3. Enter the IP address of the source machine where the source agent is installed into the
IP address field.

@ Source

=

Display

=
| Cancel

4. Click Test Source Machine to verify the connection.

Display

splay Na WIN2012R2

- Y
Back ( Cancel )
\_ J

If the verification takes longer than three minutes, please check the following:

e Ensure the source agent is correctly installed on the source machine.
o Verify that the source agent is operating normally.
e Confirm that TCP: 20005 is enabled on the source machine.

After confirming the above, proceed to re-verify.
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5. Once verified, options to modify the display name of the source machine will be

enabled. Modify as needed and click Submit.

New source machine added.

@@ Source

Administrator

A
2/

4.1.2 HTTPS Registration

If the Windows source machine with the agent installed lacks a public IP, registration can
be initiated through the HTTPS protocol, connecting the source machine to the

Management Console.

1. Obtain the security code from the Settings page located in the top right corner of the
Management Console. If a new security code is needed, click the refresh icon next to

the security code.

I~ . Administrator
(®) Setup Wizard
§ Settings m (3

English

(GMT+08:00) Beijing, Kual ~

Simple

250
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2.

50

Log in to the source machine, locate the source agent installation directory, and click

on RegistrationTool.exe.

Enter the IP address of the Management Console and the security code. If the
Management Console port is 20443, append ":20443" to the end of the IP address.
Click Connect to add the source machine to the Management Console. The
registration process should complete within 10 to 30 seconds, depending on the

network speed.

= Registration Tool -
Management Server
Address ; 10.0.130.33 Clear Settings
Security Code : 44297089

Server (Optional) :

Status : Disconnected

| Connect || Cancel |

= Registration Tool S

ReqgistrationTool -

l . Source added. Please verify settings on management portal.

oK

Connect || Cancel




4. After registration, refresh the Source page of the Management Console to display the
newly registered server.

B Source
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4.2 Linux Agent

The Linux agent is specifically designed for Linux systems. It is responsible for recording

IO changes on the source machine and executing synchronization and protetion

procedures to the target platform.

The installation package for Antenna for Linux must match with the source machine’s

Linux kernel version. To retrieve the correct kernel version, run the command “uname -r’

on the Linux machine. This information is required for generating the appropriate Linux

installation package and should be provided to your technical support contact.

Once you have the installation package, follow the instructions below:

52

Upload the installation package (Antenna-version.releasedate.tar.gz) to the source
machine and extract the installation files using the command: tar -xvf Antenna-

XXXxX.tar.gz.

lee@ubuntu20:~$ tar -xvf Antenna-605-20240201_013350.tar.gz
antenna_1installation/
antenna_1installation/antenna_10.0.605-2_1386.deb
antenna_installation/uninstall.sh

antenna_1installation/install.sh
antenna_1installation/antenna-10.0.605-1.x86_64.rpm
antenna_installation/dpkg_1.17.5ubuntu5.8_amd64.deb
antenna_installation/antenna-10.0.605-1.1386.rpm
antenna installation/antenna 10.0.605-2 amd64.deb

Change the installation directory using the command: cd antenna_installation/

tion$ 1s
antenna_10. 05- deb install.sh
dpkg_1.17.5 ntub 64.deb uninstall.sh




4.2.1 RPC Registration

Once the Linux source machine is installed with the source agent, proceed to register it

with the Management Console. If the source machine is accessible via a public IP, it can

be registered using RPC mode.

1. Under Resources, click Source to add a new source machine.

2. For Source Machine Type, select Linux Server.

@ Source

(7) Protection Wizard

Add Source Machine @

s 0w A e 4

VMware Server Windows Server Linux Server Offline Source Machine Cloud Client (Agentless)

3. Enter the IP address of the source machine where the source agent is installed into the

Source FEw— administeoter

Display

s
Connec tion
aress(saon ostome) (10012854 )
[ZStack] Trekertest- 10.0.131.103
Preferred Address | 100131103
Gl )
\_
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4. Click Test Source Machine to verify the connection.

Display

- ) c=0
A A

If the verification takes longer than three minutes, please check the following:
e Ensure the source agent is correctly installed on the source machine.
o Verify that the source agent is operating normally.

e Confirm that TCP: 20005 is enabled on the source machine.
After confirming the above, proceed to re-verify.

5. Once verified, options to modify the display name of the source machine will be

enabled. Modify as needed and click Submit.

Display

New source machine added.
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6. Once registered, the source machine will be displayed on the list.

Source

centos6?

4.2.2 HTTPS Registration

If the Linux source machine with the agent installed lacks a public IP, registration can be

initiated through the HTTPS protocol, connecting the source machine to the Management

Console.

1. Obtain the security code from the Settings page located in the top right corner of the
Management Console. If a new security code is needed, click the refresh icon next to

the security code.

@® setup Wizard Administrator
£ Settings

English

(GMT+08:00) Beijing, Kual ~

Simple

250

2. On the source machine, execute the command to run the registration:
lusr/local/antenna/antenna -t [Console IP] -c [Security Code].
If the Management Console port is 20443, append ":20443" to the end of the IP

address.

For example:
/usr/local/antenna/antenna -t 10.0.130.33 -¢c 44297089
/usr/local/antenna/antenna -t 10.0.130.33:20443 -c 44297089

[root@centos6? ~]# /usr/local/antenna/antenna -t 10.0.130.33 -c 44297089

Source added. Please verify settings on management portal.
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3. On the Source page of the Management Console, after registration, refresh the

browser; the new source machine will be displayed.

4.3 VMware Agentless Registration

This section provides step-by-step guidance on adding a VMware platform and registering
VMware virtual machines in the console via agentless mode. Before establishing a

VMware API connection, ensure the following prerequisites are met:

e Prepare a Windows Treker Server or a Linux CentOS Treker Server in the source

VMware environment

e If using vCenter, the Source Server must have connectivity to both vCenter and
ESXi.

e Ensure ports 902 and 443 are open for communication with vCenter and ESXi.

e Use an admin account or an account with vStorage permissions and administrative

access to the source virtual machines.

e The VMware agentless feature is only applicable to VMware to Cloud and Any to

VMware scenarios.

e For more details, please refer to the official VMware documentation.
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4.3.1 Register VMware Platform

There are two methods to add the VMware cloud connection.

1. Under the Cloud page, click Add to create a new cloud connection.

2. Select VMware and click Next.

3. There are two methods to add cloud connection.

Method 1: Select from Server List

a) Choose Select from Server List and enter the ESXi IP/Name, ESXi Username,

and ESXi Password, then click Verify Connection.

& Cloud New (® setup wizara )

Display @

L A

b) Once the verification is successful, click on Submit to save the settings.
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c) Once registered, the new VMware cloud connection will be displayed.

Slo ™ 10222004 Administrater
& Cloud (® sewpwaa) o "

Method 2: Enter Server IP Address

a) Choose Enter Server IP Address and enter the ESXi IP/Name, ESXi Username,
and ESXi Password, then click Verify Connection.

& Cloud New (= Administeator (7
N

O .Num-u\/l £)
Display @
o]
10013033
A s Control
10012810
administrator@vsphere.loca
g -
e +)
-

c) Once registered, the new VMware cloud connection will be displayed.

& Cloud (o) Admintsteator @)
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4. Servers deployed under the registered VMware connection will be automatically added

to the Management Console.

= c.n.
= Server

@ WIN-U7KOQDEDSJD 0 admin B

4.3.2 Register VMware VM

To deploy a disaster recovery scheme on a VMware virtual machine, select it as the

source client for synchronization and protection tasks.

If planning to install an agent on the source VM, ensure a snapshot is taken beforehand.

This allows quick rollback if issues arise.

Best Practice: Custom Naming for Source Hosts

e |tis recommended to customize the name of the registered source host.
¢ Append the IP address to the display name to maintain clarity.
e The migration display name will inherit the custom name of the source host.

e Example: hostname.0.11

1. Under Resources, select Source to add a new source machine. Choose VMware

Server as the source machine type.

@ Source

@ Protection Wizard

Add Source Machine @

3 : Vo) & .

VMware Server Windows Server Linux Server Offline Source Machine Cloud Client (Agentless)
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2. Choose the ESXi server from the drop-down list.

[ minisirator (_1)
( v Treker
iZhopnilensfdiz B
= Zstack_zdr656 B
I veenTER10.0.128.10
N s yyftest-Dynamic ]
e & ZStack_yyftest-1d96c578 B
B ubuntu?8-build L]
bosoms. B oraclelinux93 B
2Stack_centos78-2003-3191d955 ]

3. Select the desired virtual machine to register. Alternatively, enter a keyword to search

for the VM. Choose the virtual machine to add and click Submit.

vm Treker
Q Searc! centosbs B
Q sea

Euler2sp10 B
54 VCENTER-10.0.128.10 B~
SUSE113p1-130.29 B
esxi13 B
nodré?. B Euler2sp5 B
il esxi7usn-ga. WIN2022-131-151 .
bé60mrs. B AlmaLinux-9.0 B
entas511 ]
Showing 8 to 14 of 230 entries | a allalls 13| as

4. Once registered, the new source virtual machine will be displayed.

B Source .

7 ~ Administrator =
(@ Protection Viizard ) ( (®) Setup Wizard £ 2
A S/

WIN2022-131-151 Mot processed = [
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5 Create Protection Process

5.1 Architecture 1: Image Mode with Proxy Server

1. In the left-hand menu, click Protection and Add.

2. Select the source machine to protect and click Next.

#a Protection (@ Protection wizard) (@ se

centos79 40GB

3. Choose the protection type: Standard Protection.

& Protection (@ protection wiare) (@

e Standard Protection O Synchronous Cascaded O Parallel Protection
Protection

Under the current protection, add a
parallel protection to a second target
nnnnnnnnn

') | Initiate a protection process to the
_‘o target environment.
2/
79 (RPC]
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4. Select the Source and Target Server. For “Target Server”, choose the corresponding
NexaVM target. If a Source Server was already bound during source machine
registration, its IP address will be automatically displayed as the default Source Server.

5. Configure the target settings, including the NexaVM zone and primary storage for the
source machine. Then specify the network, security group, image, CPU, memory, and

replica storage type.

6. Select the disks to be protected.
s Protection (7 Provecion waard) I/TI\I ‘‘‘‘‘‘‘‘‘‘‘‘‘

o o o

Target Config

Select Disk

Create this disk on demand -~
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7. Configure the protection policy by selecting a license and optionally setting a custom
name, synchronization frequency (in minutes), and the number of snapshots to retain.
If the sync frequency is disabled, the system will perform only a one-time full protection.
Disabling the snapshot count option will prevent any snapshots from being created.

Click Run to initiate the protection process.

#a Protection (@ prowction wizart) () setop wizars) Adminisror (29
&

License Default @
icense Type  Test Migration - One Week - Display Name  centos?79
License  7RMJSSMHA435XQ743YSORSEW - Interval Minutes 60
Expiration Date  2025-Apr-22 06:48:54 bDav Address 13
. - ) Client Speed Limit - MB/S  ynlimited

Notification Settings

N
RN

8. The target instance created from the image will appear in the NexaVM platform,

VM Instance y.
AWM instance is a virtual mac t ts own IP tion services, Le . 5 4 1 0 0
Available Recycle Bin Exported
c ! Bulk Action ~ Il Automatic Q Tag @ L Directon w
Name Console State cPU Memory Default IPv4 CPU Arc. Platform Tag Owner Actio
repl-centos79-309a97¢cd... B Running 2 Care 268 10.0.130.142 xB6_64 4 Linux ZStack ( admin ) admin

9. After synchronization is complete, the status displays: "Target snapshot created.”

- \ N\ -
4 Protection (@ e wars) (@ soupens) et (2

centos79 ' 0.0/0.0 admin F3

O
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5.2 Architecture 2: Image Mode without Proxy Server
1. In the left-hand menu, click Protection and Add.

2. Select the source machine to protect and click Next.

3. Choose the protection type: Standard Protection.

# Protection ‘ @

e Standard Protection O Synchronous Cascaded O Parallel Protection
Protection
Under the current protection, add a Under the current protection, add a
Initiate a protection process to the synchronous cascaded protection to a parallel protection to a second target
eeeee onment

target environment. second target environment.

4. Select the Source and Target Server. Since no source server is deployed, select the

target server deployed on NexaVM for both fields.

<8 Protection ( protectionwizard) (@ set

(¢ (@]

Source Server

y/s 0.131.

[ZStack#10.0.131.130#2025415-1424] ZStack@2025415-1424

- |
Ti t Serve
-0 bk bttt @ [General Purpose] Treker - 10.0.130.33

/s [2Stack] LT668_ZDR - 10.0,131.132

R
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5. Configure the target settings, including the NexaVM zone and primary storage for the
source machine. Then specify the network, security group, image, CPU, memory, and
replica storage type.

#a Protection (@ rrowetonwand) (@

© © o O

ZStack

ZONE130 Cluster-1
SelectHost  Dynamic Assign . Primar P
- —’é lect k L3Network-130 . Select CIDR Block 10.0.130.0/24 ( 10.0.130.141-10.0.130.157 ) ~
Private IP Select Public Network Select Public Network
Select Image LTL668_ZStack

Show more v

Select Disk

~ Create this disk on demand -~

- ) CGEECED

6. Select the disks to be protected.

oa Protection |‘:' Protection Wizard | ((®) Setup Wizard Adminismser @
Sl —
(¢ (o] © O
()
\_/
arget Config
Private [P Select Public Network  Salect Public Network
SelectImage  LTL668_ZStack
Show more v
Select Disk
Q o o — *  -Create this disk on demand -
ZStack
Script

Show mare
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7. Configure the protection policy by selecting a license and optionally setting a custom
name, synchronization frequency (in minutes), and the number of snapshots to retain.
If the sync frequency is disabled, the system will perform only a one-time full protection.

Disabling the snapshot count option will prevent any snapshots from being created.

Click Run to initiate the protection process.

o Protection (@ rom ) (@ sevpwens) M (22)

License Default @

License Type  Tast Migration - One Week Display Name  centos79

License  7RMJSBMHAA435XQ9743YSDRE6W nterval Minutes 60

Client Speed Limit - MB/S  unlimited

Show more w

Notification Settings

Show more v

&G - [ B
A

_/

8. After synchronization is complete, the status displays: "Target snapshot created."

o Protection () (@lmd) Admiitstor (2

0.0/0.0
d)
—— admin &

o]

66



=

5.3 Architecture 3: Disk-to-Disk Mode without Proxy Server

1. Click Source, select the added source machine, then click Edit. For the corresponding
Server, select the one registered via the NexaVM Target.
Click to verify the client connection, if successful, click Update.
In the left-hand menu, click Protection and Add. Select the source machine to protect
and click Next.

4 Protection

o ™ centos79 40GB

4. Choose the protection type: Standard Protection.

4  Protection (@ i) (@ s S

¢ Standard Protection (O Synchronous Cascaded © Parallel Protection
Protection
Under the current protection, add a Under the current protection, add a
Initiate a protection process to the synchranous cascaded protection to a parallel protection to a second target
target environment. second target environment environment
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5. Select the Source and Target Server. Since no source server is deployed, select the
target server deployed on NexaVM for both fields.

6. Configure the target settings, including the NexaVM zone and primary storage for the
source machine. Then specify the network, security group, image, CPU, memory, and
replica storage type. Select the disks to be protected.

7. Configure the protection policy by selecting a license and optionally setting a custom
name, synchronization frequency (in minutes), and the number of snapshots to retain.
If the sync frequency is disabled, the system will perform only a one-time full protection.
Disabling the snapshot count option will prevent any snapshots from being created.

Click Run to initiate the protection process.

C - -~ . —~
s Protection o (@ ) s (2
Prot Config
License Default ©
1se TYDe  Test Migration - One Week - Display Name  centos79
se 7RMJ58MHA435XQ9743YSDRSEW - Interval Minutes 60
Expiration Dale  2025-Apr-22 06:56:2 Client Speed Limit - MB/S  Unlimited
User  test ( test@t.com) how more
Notification Settings
Show m v
- AY
N

8. The target server configuration in the NexaVM platform will display the mounted data

disks, with both size and quantity matching those of the source machine

668_Z0R

E
e LT668_ZDR @Stop  Actions ¥

Overview Snapshot Configuration Info Scheduled Job Alarm Advanced Settings Audit

Attached Volumes(2) Detached Volumes(0)

LI Z c + Create Volume Bulk Action + 1l Automatic a
NIC 1
tual city F ti

vDrive 1

centos79-0-e0391830d... Data 6 M8 40 GB PS-1 Enabled Ready No
. ’ ROOT-for-LT668_ZDR Root 1.06 GB 50 GB PS-1 Enabled Ready No
PGPU Device 0 10 HemPage
VGPU Device 0
USB Device 0
SE Device 0
Other Device 0
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9. After synchronization is complete, the status displays: "Target snapshot created.”

. \ ——
s Protection (@ i) (@ soupwers) b (2)

o]

N centos?9 o 0.0/0.0 admin &

5.4 Architecture 4: Disk-to-Disk Mode with Proxy Server

1.

Click Source, select the added source machine, then click Edit. For the corresponding

Server, select the standard server registered for source proxy purpose.

2. Click to verify the client connection, if successful, click Update.

3. In the left-hand menu, click Protection and then Add. Select the source machine to

69

protect and click Next.

Choose the protection type: Standard Protection.

o8 Protection & N 04ns2025 | Administrator =~
A\ 8] +)
e Standard Protection O Synchronous Cascaded QO Parallel Protection
Protection
Under th nt pro dd
= Initiate a protection process to the parallel pi n to
o 3 target environment. iror
=3 }
)
e
et [P
be Determine
\—//

Define the protection route by selecting the Source and Target Server. For “Target
Server”, choose the corresponding NexaVM target.
Configure the target settings, including the NexaVM storage type and select the source

disks to be protected.



7. Configure the protection policy by selecting a license and optionally setting a custom
name, synchronization frequency (in minutes), and the number of snapshots to retain.
If the sync frequency is disabled, the system will perform only a one-time full protection.
Disabling the snapshot count option will prevent any snapshots from being created.

Click Run to initiate the protection process

s Protection ) N Adinistrstor (22
(@ provcton wizwd) (@ set Wiard) =)

Prot anfig
Sicanss Default @
License Type  Test Migration - One Week - Display Name  centos79
License  7RMJSSMHA435XQ9743VSORS6W - nterval Minutes 60
Expiration Date  2025-Apr-22 06:56:21 WebDav Addre
User  fest(test@t.com) Client Speed Limit - MB/S  Unlimited
h me v

Notification Settings

Show more v

P
\_ v

8. The target server configuration in the NexaVM platform will display the mounted data

disks, with both size and quantity matching those of the source machine

Back LTe68_20R
e LT668_ZDR ®stop  Actions v
Overview Snapshot Canfiguration Info Scheduled Job Alarm Advanced Settings Audit
Attached Volumes(2) | Detached Volumes(0)
CEIED 2 c + Create Volume Bulk Action 1l Automatic Q
NIC 1
Type Actual Size Capacity Primary Storage State Status Share Actio
vDrive 1
centos79-0-20391830d...  Data 6MB 40 GB PS-1 Enabled Ready No
. ’ ROOT-for-LTE68_ZDR Raot 1.06 GB 50 GB PS-1 Enabled Ready No
GPU Device 0
P i 10 ltem/Page
VGRU Device 0
USB Device 0
SE Device 0
Other Device 0

9. After synchronization is complete, the status displays: "Target snapshot created.”
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Administrator @

.4 Protection

o '\ centos79 0.0/0.0 admin &

5.5 Delta Synchronization

After the first full protection from the source machine to the target platform, the system will

perform synchronization based on the scheduled interval time. To manually trigger an

incremental sync, follow these steps:
1. On the Protection page, select the process to perform delta synchronization and click

Sync.
#a Protection /\ :,Dmmm_m,u) ~ Administrator
o " centos79 » 0.0/0.0 admin &
- W CEETITEED

2. Choose Delta Synchronization and click Submit.

Select protection sync mode
( centos79 )

o Delta Synchronization @ Full Synchronization

Completed protecting delta change data It will take more time to replicate all data.
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6 Create Provisioning Process

NDR offers four provisioning modes, each tailored to different disaster recovery scenarios:

72

Provision by Disk provisions the target instance directly using the protected
system and data disks without creating additional disks, avoiding redundant
resource usage. Before execution, the associated protection process is suspended
to prevent further synchronization writes to the target disk undergoing system

conversion. This mode is optimal for rapid cutover using the most up-to-date data.

Provision by Snapshot initiates a new target instance using a selected target
snapshot of the source machine. Users are prompted to choose a specific snapshot
time point to generate new system and data disks. The associated protection task

will be suspended during this operation to ensure data consistency.

DevTest by Snapshot is intended for pre-cutover validation. A temporary test
instance is created from a selected target snapshot, allowing verification of system
functionality and necessary configuration adjustments before formal cutover. This
mode operates without interrupting the active protection process and supports

repeated testing without affecting ongoing data protection

File Access enables quick access to individual files from protected disks through a
web-accessible interface launched by a temporary instance. Users can browse the
protected file structure, download specific files or folders, and access data via CIFS
and NFS protocols. This mode is ideal for file-level recovery without provisioning a

full server.



6.1 Provision by Disk

1.

o & DN

73

Within the left-hand menu, click on Provision and then Add. Select the protection
process for provisioning.

Select the provisioning type: Provision by Disk.

Choose the disk from which to provision.

Configure the CPU, memory, and security group settings for the target instance.
Specify network configuration details for the instance, including IP address, subnet
mask, gateway, and DNS server. Click Submit to proceed.

After clicking Submit, the provisioning process will initiate, and the task progress will be
displayed. In Provision by Disk mode, the related protection process will be interrupted
to ensure synchronization consistency

.4 Protection

04/15/2025 Administrator @

tos79 R .0
I Y B i

When the provisioning completes, the process status will be updated accordingly.

3 Provision

Administrator @

o " centos79 e Provision by Disk aditilh

Click the Details button and select Message to view detailed logs of the provisioning

process.

Provision Information [ centos79

petale

Provision UUID : 02ac63a1-fc7c-4e0b-81c1-01abadcd588a &

2025-04-15 16:54:44 Successful operating system startup.
2025-04-15 16:54:34 Restarting provisioned instance
2025-04-15 16:53:03 Updating provisioned instance.
2025-04-15 16:52:54 System converted.

2025-04-15 16:50:50 Initiating system conversion process.

2025-04-15 16:50:38 Initializing provision process

2025-04-15 16:50:37 Provision by Disk process submitted to target server.

2025-04-15 16:50:05 Create rollback snapshot for disk:81356ddddd6edaa89e7187ea31 741714,

2025-04-15 16:50:04 Retrieving target disk information.

2025-04-15 16:50:03 Writing job interrupted.

2025-04-15 16:50:01 Reading job has been interrupted.

2025-04-15 16:49:59 Interrupt protection process for provisioning.




9. Click the Details tab to view the timeline, topology, associated Server, and detailed
provisioning settings. The topology provides a visual representation of the data path
between the protection and provisioning processes.

10.Log in to the NexaVM platform to verify that the target instance has been successfully

created.

VM Instance

Available Recycle Bin Exported

Cc + Create VM Instance “ Bulk Action ~ Automatic Q Tag & X List View Directory View

Name Consaole State cpPu Memory Default IPv4 CPU Arc Platform Tag Owner VM ( Actio

centos79 = Running 2 Core 2GB 10.0.130.142 x86_64 4 Linux ZStack ( admin ) admin Defe

6.2 Provision by Snapshot

1. Within the left-hand menu, click on Provision and then Add. Select the protection

process for provisioning.
2. Select the provisioning type: Provision by Snapshot.
3. Choose the disk snapshot time point from which to provision.
4. Configure the CPU, memory, and security group settings for the target instance.

5. Specify network configuration details for the instance, including IP address, subnet

mask, gateway, and DNS server. Click Submit to proceed.

6. After clicking Submit, the provisioning process will initiate, and the task progress will be
displayed. In Provision by Snapshot mode, the related protection process will be

interrupted to ensure synchronization consistency.

s Protection ﬂﬁ' T — ."‘*'.: (‘7\ ‘‘‘‘‘‘‘‘‘‘‘‘‘ (

7. When the provisioning completes, the process status will be updated accordingly.

g; Provision . iiad) (o Gonnwmiae)
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8. Click the Details button and select Message to view detailed logs of the provisioning

process.

Provision Information | centos79 |
Provision UUID : d900053e-5db7-40eb-9bSc-e28a0573574 B
Time Service Message
2025-04-15 16:37:00 Successful operating system startup.
2025-04-15 16:36:20 Restarting provisioned instance.
2025-04-15 16:36:11 System converted.
2025-04-15 16:34:24 Initiating system conversion pracess.
2025-04-15 16:34:18 Initializing provision process.
2025-04-15 16:34:16 Provision by Snapshot process submitted to target server.

2025-04-15 16:34:13 Retrieving target machine’s status.

2025-04-15 16:34:12 Instance Is processing.'

2025-04-15 16:32:11 Disk attached.

2025-04-15 16:31:40 Attaching recovery valume 0 to instance,

2025-04-15 16:31:39 Disk created.

2025-04-15 16:31:38 Create disk is successful.

9. Click the Details tab to view the timeline, topology, associated Server, and detailed
provisioning settings. The topology provides a visual representation of the data path
between the protection and provisioning processes.
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Provision Information [ centos79 | X
Message
Provision UUID : d900053e-5db7-40eb-9b9c-e28a05e73574
Timeline
2025-04-15 16:23:32 2025-04-15 16:34:17 2025-04-15 16:36:21

03:43 07:02 01:58 00:06 00:39
N o ] L

o

m Conversion Completed Operating System Ready

2025-04-15 16:27:15 2025-04-15 16:36:15 2025-04-15 16:37:00

[ Provision Instance Information

On Prgmise
Trekeq [RPC] Source Machine Name
LR ok RCVY-centos79

0S Name

Cent0S 7.9

Machine Status
Running (PowerOn)

ZStack
centos79 [RPC] centos79 Flavor Type
10.0.130.142 Linux
CPU:2, Memory:2048MB

Address 0
Type:Private, IP:10.0.131.134

10.Log in to the NexaVM platform to verify that the target instance has been successfully

created.

VM Instance 0 Total IRunmng |Stoun:d Other Recycle Bin
v, 8 5 1 0 2

A VM instance is a virtual machine instance running on a host. A VM instance has its own IP address and can access public networks or run application services. Learn more.

Available Recycle Bin Exported

c +C e VM Instanc - @® Start @ Stop Bulk Action ~ 11| Automatic Q Tag & & Directory View
Name Console State cPu Memory Default IPva CPU Arc... Y| Platform Tag Owner VM ( Actio...
RCVY-centos79 =] © Running 2 Core 268 10.0.131.134 x86_64 4 Linux ZStack ( admin ) admin Defe
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6.3 DevTest by Snapshot

1. Within the left-hand menu, click on Provision and then Add. Select the protection
process for provisioning.

Select the provisioning type: DevTest by Snapshot.

Choose the disk snapshot time points from which to provision.

Configure the CPU, memory, and security group settings for the target instance.

o & DN

Specify network configuration details for the instance, including IP address, subnet
mask, gateway, and DNS server. Click Submit to proceed.

6. Under the DevTest by Snapshot provisioning mode, the related protection process will
remain unaffected and synchronize as usual. After completing the provisioning, the
process status on the provision page will display the successful message.

I‘__fn Provision

= 4/15/202 Administrator
® Setup Wizard S

o " centos79 7 . DevTest by Snapshot S

7. Click the Details button and select Message to view detailed logs of the provisioning

process.

Provision Information | centos/9

=

Provision UUID : 3d885ac3-abf9-45f7-b89f-70a71886d0f9 @

2025-04-15 16:14:36 Successful operating system startup

2025-04-15 16:13:57 Restarting pravisioned instance.

2025-04-15 16:13:48 System converted

2025-04-15 16:11:56 Initiating system conversion process.

2025-04-15 16:11:50 Initializing provision pracess.

2025-04-15 16:11:47 DevTest by Snapshat process submitted to target server.

2025-04-1516:11:44 Retrieving target machine's status

2025-04-15 16:11:43 Instance is processing."

2025-04-15 16:09:42 Disk attached.

2025-04-1516:09:11 Attaching recovery volume 0 to instance.

2025-04-15 16:09:10 Disk created

2025-04-15 16:09.09 Create disk is successful

8. Click the Details tab to view the timeline, topology, associated Server, and detailed
provisioning settings. The topology provides a visual representation of the data path

between the protection and provisioning processes.
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9. Log in to the NexaVM platform to verify that the target instance has been successfully
created.
VM Instance ; B
‘ o 7 5 1 0 1
Available Recycle Bin Exported 4
C u Bulk Action ~ 11| Automatic Q Tag ® n LE—I View | Directory View

Name Console State CPU Memory Default IPv4 CPU Arc... Platft Tag Owne VM ( Actio

RCVY-centos79 B Running 2 Core 2GB 10.0.131.134 x86_64 O Linux ZStack ( admin ) admin Defa o

6.4 File Access

6.4.1 Upload File Access Image to NexaVM

NDR provides the ability to upload images via the console, reducing manual operations.

For detailed steps, refer to Appendix I.

. In NexaVM cloud platform, navigate to Cloud Resource Pool > Image > Add Image.

Note: The description must be set to “FileAccessimage”; otherwise, the image will not
appear on the enablement page. The FileAccessKit package can be downloaded from
the Package List.

After the image is added, check its status. When the status shows Ready, the image is

available for use.

6.4.2 Create File Access Provisioning

1.

O~ b

[
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Within the left-hand menu, click on Provision and then Add. Select the protection
process for provisioning

Select the provisioning type: File Access.

Choose the disk snapshot time points from which to provision files from.
Configure the username, and password for the File Access Portal.

Once the File Access process completes, the message prompting for log in will be
displayed.

Provision N7 S Administrator
7) Protection Wizard ®) Setup Wizard )



8.

79

On the Details page of the provisioning process, the username and password
information configured can be found for the File Access Portal.
To reset the password, click on the blue icon next to the File Access Portal IP and

select Reset Password.

File Access Setting

New Password

Confirm New Password @

C o I

To obtain the diagnosis of the File Access Portal, click on the Diagnosis option.



6.4.2 File Access Portal

Access the portal by clicking on the IP address displayed in the provisioning process
status bar. After logging in, the portal will display a list of provisioned disks. Expanding
these disks will reveal the folders and files they contain, aligning with the file structure of
the client. Users have the option to download either a single file or multiple files. The
following will sequentially explain the download process and other relevant configurations

within the portal.

Download Single File

1. Click on name of a specific file to initiate the retrieval process.

Download Folder/Multiple Files

1. Select the desired files for retrieval and click Download.

2. A message will be prompted indicating that the zip and download process has started.

3. Click on Downloads in the left-hand menu options to view information about
downloaded files. If you wish to delete the file copies saved in the File Access instance
OS, select the corresponding files and click on Delete File.

Search: If you need to find a specific file, enter the file name in the "Search" field at the

top right corner. Then, select the file(s) and proceed to download.

Logs: The Logs tab in the left-hand menu is where to access all the activity logs of the File

Access portal.

Settings: The Settings tab in the left-hand menu is where you can configure the File

Access Portal.

General: Basic Configurations

= Time Zone & Language: Change the displayed time zone and language.

= Schedule Shutdown: Automatically turn off the File Access instance by configuring

the shutdown schedule.

Schedule Shutdown Status Shutdown After

«© 8HR -

2HR

Downloads Cleanup Status 4HR

O 6 HR

8 HR
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Downloads Cleanup: Schedule the deletion of downloaded file copies and configure

the duration for keeping them.

Downloads Cleanup Status File Lifetime
& 2 HR
2HR
Restrictions Download Speed Limit 4HR
No limit = 6 HR
8HR

Restrictions: Configure the maximum download speed and specify allowed IP

addresses for portal access.

Restrictions Download Speed Limit Unrestricted IP Addresses Submit

No limit - 0.0.0.0/0 - @

No limit

Change password 5MB/s

10 MB/s

30 MB/s

Debug Mode 50 MB/s

80 MB/s

Change Password: Modify the login password.

Change password Action

( Change password )

Configure Password

New password

Debug Mode:Enable Debug mode.



Debug Mode Status

= Console Diagnostics: Collect console log information.

Debug Mode Status

& Console Diagnosis

A. File Sharing: SMB and NFS file sharing are available. Set passwords and allowed

IP addresses as needed to enable file access.

B. MySQL Cloud Server: If this feature is enabled, enter the SQL account information

and configure the related settings. Click the Access Link button to access the

connection.

6.5 Network Configuration Overview

1. When performing Provision by Disk, the network is typically set to Clone Network
Configuration.

2. When performing DevTest by Snapshot, the network is typically set to DHCP.

7 Delete Provisioning Process

Delete Provision by Disk

1. On the Provision page, select the process to be deleted and click on Delete.

2. Select Complete Provisioning & Keep Provisioned Instance. Enter “Delete” and
click to Submit.

3. Important Note: For official disaster recovery cutover, be sure to select Keep the

Provisioned Instance. DO NOT select the first option. If “Delete Provisioning & Re-
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Execute” is selected, it will immediately delete the provisioning task and the recovered
instance on the NexaVM platform. This will result in the loss of recovered data. Please

proceed with extreme caution.

Select Provision by Disk Delete Mode
( centos79)

@ Delete Provisioning & Re-Execute e Complete Provisioning & Keep Provisioned
Instance
Delete the provisioning process and the created
instance. After completing these actions, you can Delete both protection and provisioning
proceed to submit a new provision. processes. The created instance will remain at
target.

@ Clean up snapshots
Type "Delete" to confirm.

Delete Provision by Snapshot

1.
2.
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On the Provision page, select the process to be deleted and click on Delete.

Select Complete Provisioning & Keep Provisioned Instance. Enter “Delete” and
click to Submit.

When Completely Expunge is enabled, the provisioned cloud instance on NexaVM
will be permanently removed from the recycle bin. When disabled, the instance will be
moved to the recycle bin instead of being deleted immediately.

Important Note: This mode is not recommended for official migration cutovers.

If “Delete Provisioning & Re-Execute” is selected, it will delete the provisioning task
and the provisioned instance on the NexaVM platform. This will result in the loss of

migrated data. Please proceed with extreme caution.



Select Provision by Snapshot Delete Mode
( centos79)

o Delete Provisioning & Re-Execute

Delete the provisioning process and the created
instance. After completing these actions, you can
proceed to submit a new provision.

@ Completely expunge

Type "Delete" to confirm.

Delete DevTest by Snapshot

1.
2.
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@ Complete Provisioning & Keep Provisioned
Instance

Delete both protection and provisioning
processes. The created instance will remain at
target.

On the Provision page, select the process to be deleted and click on Delete.

Select Complete DevTest Task. Enter “Delete” and click to Submit.

When Completely Expunge is enabled, the provisioned cloud instance on NexaVM

will be permanently removed from the recycle bin. When disabled, the instance will be

moved to the recycle bin instead of being deleted immediately.

Important Note: This is a test recovery mode and is not recommended for official

disaster recovery cutover.

Select DevTest Task Delete Mode
( centos79)

o Complete DevTest Task

Delete both the provisioning process and the
created instance.

@ Completely expunge

Type "Delete” to confirm.

@ Delete DevTest & Keep Provisioned Instance

Delete the provisioning process. The created
instance will remain at target.



8 Further Configuration Features

8.1 Download Diagnosis

Console Diagnosis
1. Click on Control Center and select Diagnosis.

2. Click on Console Diagnosis to download Management Console log information.

Protection Diagnosis

Method 1
1. Click on the Details icon on the right side of the corresponding protection process.
2. Click on Details menu in the upper left corner, and click on Diagnosis to download the

log information.

Method 2
1. Click on Control Center and select Diagnosis.
2. On the Protection sub-page, select the protection process for which you want to obtain

the diagnostic file, then click on Protection Diagnosis in the bottom right corner to
download.

Source Machine Diagnosis

1. Click on Control Center and select Diagnosis.

2. On the Source page, select the source machine for which you want to obtain the

diagnostic file, then click on Source Diagnosis in the bottom right corner to download.
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Source Machine Information [ centos79 | (10.0.614.0)

Source Machine Information Connection Info D :42129a5f-f944-ec58-00a6-dde2de15dd15 B @

IP Address Last Update Time
Disk Information [ Select Boot Disk ]

/- "\

“ [ I

AN o
40

0S Type CPU / Memory
Type Firmware

Verify Connection (RPC)

8.2 User Management

1. Click the Settings icon in the upper-right corner and navigate to the User

Management icon.

04/16/2025 Administrator
10:33:04 AM admin

(@) Setup Wizard
User Management

® Language English -
® Time Zone (GMT+08:00) Beijing, Kual
B Ul Display Mode Standard -
® Number of Messages | 250 -

<> Security Code 28343443

2. Click Add and fill in the required details including user account, password, time zone,

language, Ul display mode, etc. Then click Submit.
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Account

Display Name Display Name
User Account Email
Password
Password Password
Confirm Password Confirm Password
T Settings
Role Q@ User
Status (@D Enable
Time Zone (GMT+08:00) Beijing, Kuala Lumpur, Taipei
language © English O Eiadsr
Ul Display Mode Q) simple (O Default (O Advanced (O Debug
Password Never Expires (D) Disable ogin Alerts
Validity Period 90 -
2-Step Verification
Enforce Password Complexity Disable
Single Device Mode Disable

Force Password Change  @@D) Disable

8.3 Password Settings

1. Click the "Settings" icon in the top-right corner to enter the settings page.
m Administrator @

_

.

English -

)]

(GMT+08:00) Beijing, Kual ~

Debug -

2500 -

2. Navigate to Password section under Settings.
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&L User > Add User (@ v i) (@ somwas) % s (55

Password

. Settings
Role Q) User
staws (@D Enable
Time Zone  (GMT+08:00) Beijing, Kuala Lumpur, Taipei
Language O English O
DisplayMode @ Simple () Default (O Advanced (O Debug

Password Never Expires (@) Disable . on
Validity Period ~ og
2-Step Verification on
Enforce Password Complexity Disable
Single Device Mode Disabl

Force Password Change D Disable

cancel “

3. Disable the Password Never Expires option to set a password expiration period.

Password Never Expires Disable

Validity Period

Enforce Password Complexity

Force Password Change

4. Enable the Enforce Password Complexity option to require users to meet complexity

rules when setting a password.
Password Never Expires Disable

Validity Period o0 -

Enforce Password Complexity ‘:) Disable

Force Password Change @) Disable
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5. If required, enable the Force Password Update option to prompt users to change their

login password upon next login.
Password Never Expires ~ (_Jj Disable
Validity Period Ty -

Enforce Password Complexity (@) Disable

Force Password Change (@) Disable

8.4 Notifications

Email
1. Click on Control Center and select Notifications.

2. Click Add and select Email.

3. ificati Salect Type - P
& Notification Center Select Type (_ wmmwm@ (' Smpwm@ L.I'l.!‘t.ATJ.:‘ éfmi‘l‘\h.(rlmr @

® Email ) WeChat O Broadcast integration information

Send notification message or report via Email
configured with SMTP. Send notification message or report via WeChat.

Broadcast integration information via HTTP POST

O Report Backup via SFTP

Send daily report backups to a server via SFTP.
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3. Input the details for email notification:

etc.

& Notification Center

Display

Display Name

Information

Email@2025416-1036

display name, mail from, SMTP, recipient email,

Password

Outgoing Mail { SMTP ) Server

SMTP Authentication

User Name I @163.com
Mail From = E3.com
Type NONE ~  Port 25
Recipient Email
Email Address (— m_ . mmn|

New Recipient

i

-
(@ Protection wizard ®) Setup Wizard
( ) (¢ D)

smip.163.com

[_®]

- Verify )

Note: User Name and Mail From need to have the same input.

4. Click Submit to save the settings.

<& Notification Center

Display

Display Name

Information
User Name

Mail From

Recipient Email

Email Address

New Recipient (

NONE ~  Port 25

Add

Password

(@) Protection Wizard ) ((®) Setup Wizard

Outgoing Mail { SMTP ) Server

SMTP Authentication

English

Cancel

@

5. The new email notification module can be found in the list.

& Notification Center

Email@2025416-1036

o1 &

90

admin

( N 3
(@ Protection wizard ) (@) setup Wizard

Administrator

Administrator

[

Administrator



WeChat
1. Click on Control Center and select Notifications.
2. Click Add and select WeChat..

& Notification Center Select Type C' Wemw‘wd} (. SE‘WWWO o4/16/2025. Administasor @

O Email QO Broadcast integration information

Send notification message or report via Email
configured with SMTP. Send notification message or report via WeChat. Broadcast integration information via HTTP POST

O Report Backup via SFTP

Send daily report backups to a server via SFTP.

D
3. Enter a display name “WeChat” and click QR Code.

& Notification Center Configuration (( e —— Wnard) G-': — mam) 0416 20:5 A.dll:i.n\llnwn

Information

Recipient Token

New Recipient

E Proxy Server Information

Enable Proxy Server » Type HTTP ~ Host Host Port Port

Enable Verification Account  Account Password Password @

4. Scan the QR code to follow the official WeChat account.
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@& Please open the Android /iOS version of the QR Code scanner.

Official Accounts QR Code

Follow the Official Account to retrieve notification token.



5. Click to view the authorization code.

WeChat English

@& Please open the Android /iOS version of the QR Code scanner.

Official Accounts QR Code

Follow the Official Account to retrieve notification token.

6. Copy the authorization code.

WeChat English

#& Please open the Android /iOS version of the QR Code scanner.

Token

2025-04-16 02:41:33:
abg2eBfkc2KmEb1fLvcKVGo2tSNUme4mQeJ3TjS6ViAtugtSHYma+LirgsuHgSQZcYJ

2025-04-16 02:41:51 :

abg2eBfkc2KmEb1fLveKVGo2tSNUme4mQeJ3TISEVIAtugtSHYma+L trgsuHg5QZIQ4

View QR Code
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7. Return to the Management Console, enter the authorization code in the WeChat

Token field, and click Verify.

‘ e " 3 el fim - on - ~ 116/
& Notification Center Configuratio G':‘ pmewunwmm) G"" Se‘“wlmm) a‘:wszuzf‘ Rty @

A Information

Display Name WeChat@2025416-1040 Token ( QR Code )

Recipient Token

‘WeChat Token (-(mEb‘\vacKVGthSNUmedmQeJaTjSﬁV\AluqtSHVma+LugsquSQZ\Q9 English -

New Recipient

5 Proxy Server Information
Enable Proxy Server » Type HTTP =~ Host Host Part Port

Enable Verification Account Account Password Password @

Sack

8. The system will prompt for a verification code. Check WeChat for the verification code,

enter it in the provided field, and click Submit.

Verify Notification

Please enter your 6-digit code.

578956

94
Document Version: V20250328



NDR User Manual

9. After verification, click Submit to save the settings.

&

A% information

Notification Center >

Configuration

Display Name

Recipient Token

WeChat

New Recipient (

Token

(@ protection wawd) (@ setup wizard )

04/16/2025 Administrator
10:41:39 AM admi

 Verification Successful.
QR Code

English

E Proxy Server Information

Enable

Proxy Server

Enable Verification

Type HTTP ~ Host Host Port Port

Account Account Password Password

10. The new email notification module can be found in the list.
(4 Plolecnonwunra) ('-’ Setup wmm) U”““’ ::Tl_"'"m" @

&

Notification Center

@)
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Type

<

Display N

Name

Email@2025416-1036
nx://smtp.163.com:25

WeCha

1@2025416-1040
abg2***Z1Q4

User | Status

ast Action

8

admin

admin

8

ask Action Details
& N

o ( & Action ) B
( & Action ) B
% "
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9 Uninstallation

9.1 Uninstalling Agent for Windows

Double-click the NDR_Windows_Agent_(Antenna).exe installer and click Next.
Select Remove.

Click Remove to confirm. The system will delete all related files and settings.

B bh =

Once the process is complete, click Finish to exit. The agent has now been

successfully uninstalled.

9.2 Uninstalling Agent for Linux

1. Navigate to the directory containing the install.sh script.

[root@cento 009 antenna_installation]# 11
=1 10
1 root root

106 3.10.0-1160.95.1.e17.x86_64

root root

1

1

1

I 53

1 15:05
1

1

1

2. Run the command ./uninstall.sh. The agent will be successfully uninstalled.

[root@centos79-2002 antenna_installation]# ./uninstall.sh
Starting Antenna for Linux uninstallation

Removing Antenna service 0K
Removing snapshot driver module 0K
Removing firewall rule of TCP port 20005 OK

Reloading firewall configuration 0K
Checking service port status 0K
Checking snapshot driver status 0K
Checking Antenna service status 0K
Successfully uninstalled Antenna for Linux.

9.3 Uninstalling Windows Server

1. Double-click NDR_Windows_Server_Gateway_(Treker).exe installer and Click Next.
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2. Select Remove.

3. Click Remove to confirm. The system will delete all related files and settings.

successfully uninstalled.

10 Appendix

Once the process is complete, click Finish to exit. The Server has now been

This chapter provides an overview of the components related to NDR.

10.1 Appendix 1: Upload Server Image via Console

1. Add the NexaVM Cloud platform to the management console. Click the Details icon of

the corresponding NexaVM platform.

2. Click the Image Management tab.

Cloud Information

Overview Details Image Management

# Name | [ ] Size

FileAccess_kit_10_0_602_4.qcow2

1.81GB
TrekerLi cow2
rekerLite_668.qcow. 1.05G68
linux_trekerlite_668.qcow2 0.87GB

# Name

LTL668_ZStack

WTL668_ZStack

LTL666_Lightrek_uefi

LTL664-Lightrek

LTL-663-UEFI

LTL663

LTL658-ZStack

FAK602.4

LTL657-vhost-ZStack

Type

Treker Lite =

Treker Lite

Treker Lite

Size

5.00GB

2.00GB

5.00GB

5.00GB

5.00GB

5.00GB

5.00GB

6.00GB

5.00GB

cdae2fce-0de0-46aB-b443-3a87035062a4

Tag

TrekerLitelmage

TrekerLitelmage

TrekerLitelmage

0S Type

3. Place the image file in the designated directory.

Image

BS-1

BS-1

BS-1

Storage 0S Type Firmware

WINDOW! « BIOS - (+]

- WINDOW! « BIOS - (+]

- WINDOW! « BIOS - +]

Firmware Status

Ready

Ready

Ready

Ready

Ready

Ready

Ready

Ready

Ready

Note 1: For Windows, upload the image to the corresponding directory. The shortcut

path is C:\Program Files\NexaVM\Treker\packages; the actual directory is shown in

the screenshot below.
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Note 2: The Linux Gateway image includes the Bootimage by default.

Note 3: The default compatibility mode for uploaded images is virtio.

Cloud Information [ ZStack@2025415-1424 |
Qverview Details loud ) : cdae2fce-0de0-46a8-b443-3a87035062a4 B

it Name | i ] Size Type Tag Image Storage 0S Type Firmware
AICREETIO L R L) QA GRETE 1.81GB Treker Lite = TrekerLitelmage BS-1 - WINDOWS BIOS = B
LT R 1.05GB Treker Lite TrekerLitelmage BS-1 - WINDOWS = BIOS - B
I i G 0.87GB TrekerLite = TrekerLitelmage BS1 - WINDOWS « BIOS B

# Name | Size 0S Type Firmware Status |

. LTLés.s,zswck . 5.0068 BE.‘afiy ‘ o

. W‘ITL‘OGE,ZSIaCk‘ 2.00GB .- Beafﬂf ‘ @
L"I'L666_L|qhtr%-k_‘ueﬂ 5.0068 ) | .Ra.'.ald!l . “
L‘TL664-L|ghtrelf 5.00G8 Reééy @
LTL—\S&SVU‘EF\ 5.00GB . ! Reﬁf’y @

. LTL§°.3 . 5.00G8 Bé_aéy ‘ 0]
L"I'L65&-7_Slack‘ | Soan Reafiy -
F:AK§02 4 6.00G8 Rfa_dy . @
L"I'L657rvhnst—ZSlack BTRr . : Re.'laf!.y o

4. Specify the image type, target image server storage, OS type, and boot mode.

Cloud Information [ ZStack@2025415-1424 ]

Overview Details Image Management

# Name | L] Size Type Tag Image Storage  0S Type Firmware

J c4ae2fce-0de0-46a8-b443-3a87035062a4 B

Treker Lite

FileAccess_kit_10_0_602_4.qcow2 .
BS1 - WINDOW! = BIOS - B

1.81GB TrekerLitelmage
TrekerLite_668.qcow2 ( )
q 1.05GB o Treker Lite = TrekerLitelmage BS-1 - WINDOW! « BIOS =« [+]

linux_trekerlite_668.qcow2

0.87GB Treker Lite = TrekerLitelmage BS-1 - WINDOW! = BIOS = [+]
# Name | Size 0S Type Firmware Status |
LTLEGB_ZSl.ack. 5.00GB Read?t =
WTL&&B_ZS.tack § 2.00GB Window Read?t o
LTLGGSI,nghtrek,uefi 5.0068 Read?r a
LTL664‘rLigh‘(rek 5.00GB Ready o
LTL-663-‘LIEFI 5.00GB Read? @
LTL663 ‘ o 5.00GB L Read?l. ‘ o
LTLESBVZ‘ISmck 5.00GB . Read‘y o
FAK(JUZA‘ 6.00GB Rea.dy W
LTLESTth.sl—ZSi.‘ack 5.00GB Reifd?t =
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5. Click the Upload icon to upload the image.

Cloud Information [ ZStack@2025415-1424 ]

Details Image Managem Cloud UUID : c4ae2fce-0de0-46a8-b443-3a87035062a4 B

Overview

#

Name | L]

FileAccess_kit_10_0_602_4.qcow2

TrekerLite_668.qcow2

linux_trekerlite_668.qcow2

Name |
LTL668_ZStack
2025-03-31 16:12:21
WTL668_ZStack
2025-03-31 16:11:46
LTL666_Lightrek_uefi
2025-03-27 16:33:49
LTL664-Lightrek
2025-02-25 10:28:59
LTL-663-UEFI

2025-02-12 16:52:16

LTL663
2025-02-12 15:01:01

LTL658-ZStack
2025-01-10 10:50:31
FAK602.4
2025-01-07 16:38:13

LTL657-vhost-ZStack
2024-12-25 16:10:48

Size Type Tag

1.81GB Treker Lite = TrekerLitelmage

1.05GB Treker Lite =~ TrekerLitelmage

0.87GB Treker Lite =~ TrekerLitelmage

Size 0S Type
5.00GB Linux
2.00GB Windows
5.00GB Linux
5.00GB Linux
5.00GB Linux
5.00GB Linux
5.00GB Linux
6.00GB Linux
5.00GB Linux

Image Storage

BS-1 -

BS-1 -

Firmware

BIOS

BIOS

BIOS

BIOS

6. In the lower pane, the upload progress will be displayed.
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Cloud Information [ ZStack@2025415-1424 ]

Details Cloud UUID : c4ae2fce-0deQ-46a8-b443-3a87035062a4 B

Overview

#

Name | L]

FileAccess_kit_10_0_602_4.qcow2
TrekerlLite_668.qcow2

linux_trekerlite_668.qcow2

Name |
linux_trekerlite_668
2025-04-16 10:53:28
LTL668_ZStack
2025-03-31 16:12:21

WTL668_ZStack
2025-03-31 16:11:46

LTL666_Lightrek_uefi
2025-03-27 16:33:49

LTL664-Lightrek
2025-02-25 10:28:59

LTL-663-UEFI
2025-02-12 16:52:16
LTL663

2025-02-12 15:01:01

LTL658-ZStack
2025-01-10 10:50:31

FAK602.4
2025-01-07 16:38:13

Size Type Tag

1.81GB Treker Lite « TrekerLitelmage

1.05GB Treker Lite = TrekerLitelmage

0.87GB Treker Lite TrekerLitelmage

Size 0S Type
Processing Windows
5.00GB Linux
2.00GB
5.00GB Linux
5.00GB Linux
5.00GB Linux
5.00GB Linux
5.00GB Linux
6.00GB Linux

Image Storage

BS-1 -

BS-1 -

BS-1 -

Firmware

BIOS

BIOS

UEF!

BIOS

UEF

BIOS

BIOS

BIOS

0S Type Firmware

WINDOW! « BlOS

WINDOW! « BIOS

WINDOW! » BIOS

Status |
Ready
TrekerLitelmage

Ready

TrekerLitelmage

Ready

TrekerLitelmage

Ready
TrekerLitelmage

Ready

TrekerLitelmage

Ready

TrekerLitelmage

Ready
TrekerLitelmage

Ready

FileAccessimage

Ready

TrekerLitelmage

0S Type Firmware

WINDOW! = BIOS

WINDOW! « BIOS

WINDOW! ~ BIOS

Status |
Downloading
TrekerLitelmage
Ready
TrekerLitelmage
Ready
TrekerLitelmage
Ready
TrekerLitelmage
Ready
TrekerLitelmage
Ready

TrekerLitelmage

Ready
TrekerLitelmage
Ready
TrekerLitelmage

Ready

FileAccessimage

Document Version: V20250328




NDR User Manual
7. When the status of the image changes to "Ready", the image upload is complete.
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Cloud Information [ ZStack@2025415-1424 | x
Qverview Details Image Management ud UUID : c4ae2fce-0de0-46a8-b443-3aB7035062a4 B
#  Name| i) Size Type Tag Image Storage  0S Type Firmware
FileAccess_kit_10_0_602_4.qcow2
9 1.81GB Treker Lite =« TrekerLitelmage BS1 - WINDOW! « BIOS =« B
TrekerLite_668. 2
g qeaw 1.05GB Treker Lite = TrekerLitelmage BS-1 - WINDOW! « BIOS < B
linux_trekerlite_668.qcow2 .
q 0.87GB Treker Lite = TrekerLitelmage BS-1 - WINDOW! ~ BIOS - B
# Name | Size 0S Type Firmware Status |
- \Vlnux_trekerllte_ﬁss 5.00GB Windows BIOS ]
2025-04-16 10:53:28 TekerLitelmage
. LTL668_ZStack 5.00GB Linux BI0S Ready @
2025-03-31 16:12:21 TrekerLitelmage
WTL668_ZStack Read!
5 WABALLALY 2.0068 Windows BIOS L o
2025-03-31 16:11:46 rekerLitelmage
. LTL666_Lightrek_uefi 5.00GB Linux JEF Ready @
2025-03-27 16:33:49 TrekerLitelmage
LTL664-Lightrek Read!
- Loo4-Lightre 5.00GB Linux BI0S Ready I
2025-02-25 10:28:59 rekerLitelmage
o iR 5.00GB Linux UEF e o)
2025-02-12 16:52:16 rekerLitelmage
LTL663 Ready
- 0s
2025-02-12 15:01:01 5.0068 AT <Al TrekerLitelmage u
LTL658-ZStack . Ready
2025-01-10 10:50:31 A L Al TrekerLitelmage ul
FAK602.4 Read:
- % 6.0068 Linux BI0S ot o

2025-01-07 16:38:13

FileAccessimage
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